[ 3 - ®
(" matrix oBULKM

| SECURITY WATCHDOG |

Basic DS Online Disclosure

Guide (eBulkPlus)

ID Checker Guidance Notes

Page 1



[ 3 - ®
N matrix eBULKMR

| SECURITY WATCHDOG |

Contents

ID CheCKEr QUIJANCE NOTES ...ttt 3
LOQQING ONTO T SYSTEM......iiiiiiiiiie s 3
SeCtion A — HOW 0 1OQIN......oiiiiiiiiiiii e 3
Section B — HOW t0 VEIITY 1D ...cooiiiiiiiiiiieeeeeeeeeeee e 6
Disclosure Scotland List of Acceptable 1dentification ..............cccooooiiiiiiiiiis 9

Page 2 Commercial in confidence


file:///C:/Users/james.yeomans/Documents/2.%20Marketing/Security%20Watchdog%20Brand/Final/DS%20ID%20Checker%20Guide%20cheqs%20-%20updated.docx%23_Toc396914977
file:///C:/Users/james.yeomans/Documents/2.%20Marketing/Security%20Watchdog%20Brand/Final/DS%20ID%20Checker%20Guide%20cheqs%20-%20updated.docx%23_Toc396914978
file:///C:/Users/james.yeomans/Documents/2.%20Marketing/Security%20Watchdog%20Brand/Final/DS%20ID%20Checker%20Guide%20cheqs%20-%20updated.docx%23_Toc396914979
file:///C:/Users/james.yeomans/Documents/2.%20Marketing/Security%20Watchdog%20Brand/Final/DS%20ID%20Checker%20Guide%20cheqs%20-%20updated.docx%23_Toc396914980
file:///C:/Users/james.yeomans/Documents/2.%20Marketing/Security%20Watchdog%20Brand/Final/DS%20ID%20Checker%20Guide%20cheqs%20-%20updated.docx%23_Toc396914981

[ 3 - ®
" matrix eBUI.K?us

| SECURITY WATCHDOG |

ID checker guidance notes

The eBulkPlus online basic Disclosure Scotland (DS) checks can be completed by accessing the internet from any device that
has this facility. This includes a smart phone, tablet, laptop or PC. Itis supported on the latest versions of all modern browsers;
however, we do not recommend access via Internet Explorer as this browser is unsupported both by our technology and soon
by Microsoft also.

Logging onto the system

You have been granted access to eBulkPlus in the role of an ID Checker. An ID Checker can view all applications created under
the organisation or specific division they have been created under. The ID Checker can stipulate what ID has been seen in
relation to an applicant. The ID Checker will then need to advise an Applicant Manager or Countersignatory (where applicable)
within their organisation or division to approve the application for countersigning.

Section A — How to login

Please enter the following address into your web browser:

https://matrixscreening.com/cheqs

You will now be on the main login page, which shows three white boxes. NB *Please note at this stage of the process, your
login details are case sensitive.

® (lick on ‘Application Management’ - this will take you to the start of the application process.
® Enter your company Organisation Reference - this will have been supplied to you in an automated email.

® Enter your Username.

® Enter your Date of Birth (for first initial login please ensure you enter the default date of birth 01 Jan 1998. Failure to
do so will deny you access to the system).

Application Management

Use the sign in below if you have a user account for the organisation to access submitted eBulkPlus applications

ORGAMISATION REFERENCE *

first
y Date of Birth

USERNAME *

DATE OF BIRTH *

Forgotten your login details?
Forgotten your password?

oD v MM ~oOYYYY v

Screen Shot 1
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®  Once you have completed this section click ‘Enter’.
® Enter your password (this will be supplied to you in an automated email) — see screen shot 2.

If you have difficulty gaining access to the system please contact the Client Relations Team on 01420558752, however, please
ensure the first time you login that you have not been denied access because of entering your own date of birth. The first time
you login you must enter the temporary default date of birth 01 Jan 1998.

Application Management

Please enter your password.

PASSWORD *
Please note that when you login for the first

the temporary Date of Birth
jpplied 1o you in the two

8 e emails, these can be changed
LOGIN
10 your own choice.

Forgotten your password?

Screen Shot 2

® Please note, after initial login you will be required to set your own password and enter your own date of birth for future
login purposes.

® Please re-enter into the ‘Current Password’ field the temporary password you received in your initial email and then
create your own unique password — see screen shot 3 below.

® The password you create must be between 8 & 30 characters containing at least one upper case letter, one lower case
letter, one special character and at least one number.

® Please then enter a date of birth of your choice for future login purposes.

System Security

Please create a new password and enter your Date of Birth. These details will then be used for all future system access to the

Application Management section.

The password must be between 8-30 alphanumeric characters with no whitespace and contain one upper case letter and one
lower case letter. It must also contain at least one special character and at least one digit.

Your Login Details

CURRENT PASSWORD:
NEW PASSWORD:
CONFIRM NEW PASSWORD:

DATE OF BIRTH

Screen Shot 3

’

® Please then click ‘Update
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® |fyou have successfully created your own password, you will now be able to enter the system by clicking the ‘Click here
to enter System’ icon in the green box (please note you do not need to re-enter your password details once the green
box has appeared).

APPLICATIONS

System Security

Thank you - update successful

Click here to enter System

Screen Shot 4

®  This will now take you to the eBulkPlus homepage containing a list of ‘Applications for ID Checking’. Please note the
list may contain both DBS and Disclosure Scotland applications. DBS applications are marked with ‘DBS’ and Disclosure
Scotland applications are marked with ‘DS’.
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APPLICATIONS

Applications for ID Checking

The table contains applications waiting ID verification

Click the reference number to view the application details and complete the ID verification section

CHANNEL LEVEL STATUS ORGANISATION
Select v Select v Waiting ID Check v CHEQSORG
DISPLAY ORDER BY

10 v Latest v SUBMIT

Date Created Our Ref Surname Date Of Birth

18/07/2023 [DBS]  574TEST5280 TEST 04/04/1996 CHEQSORG
18/07/2023 [DBS]  B36TESTS278 TEST 07/05/1990 CHEQSORG
18/07/2023 [DBS]  1688BART351 JALLOW 06/05/1988 CHEQSORG
01/06/2023 [DBS]  109DAVI5230 DAVIDSON 19/02/1973 CHEQSORG
01/06/2023 [DBS]  145SING5229 SINGH 19/04/1991 CHEQSORG
01/06/2023 [DBS]  057SMAR5228 SMART 09/06/1923 CHEQSORG
19/05/2023 [DBS]  581CHEC5224 CHECKER TEST 15/10/1991 CHEQSORG
17/05/2023 [DBS]  423HARRS5223 HARRINGTON 01/04/1988 CHEQSORG
20/04/2023 [DBS]  237SFSAS211 SFSAFSA 15/06/1992 CHEQSORG
23/02/2023 bS] 312TEST5126 TESTTWO 09/05/1994 CHEQSORG

Showing 1-10 of 11 results

First

< > Last

FIND APPLICATION

Checks Required

Screen Shot 5
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Section B — How to verify ID

Step 1 - On the Applications page, click on the relevant applicant’s reference number to open the application form (see screen
shot 6 below).

Applications for ID Checking

The table contains applications waiting ID verification.

Click the reference number to view the application details and complete the ID verification section.

CHANNEL LEVEL STATUS ORGANISATION
Select ~ Select ~ | Waiting ID Check ~  CHEQSORG -
DISPLAY ORDER BY

10 ~ Latest ~ SUBMIT

Date Created Our Ref Surname Dale Of Birth Org Rel Checks Required
18/07/2023 [pBS] S74TEST5280 TEST 04/04/1996 CHEQSORG @

oss
18/07/2023 [pes] B36TESTS278 TEST 07/05/1990 CHEQSORG @\
18/07/2023 [DBS]  1688BART351 JALLOW 06/05/1088 CHEQSORG
01/06/2023 [BS]  109DAVIS230 DAVIDSON 19/02/1973 CHEQSORG
01/06/2023 [pBS] 1455ING5229 SINGH 19/04/1997 CHEQSORG
01/06/2023 [0BS]  057SMAR5228 SMART 09/06/1923 CHEQSORG

Screen Shot 6

Step 2 - You will now see two tabs (overview and application), and you will need to check the applicant’s completed form
(screen shot 7 & 8 below).

A matrix

)

Applications - 574TEST5280

App Created 18/07/2023

Check ID: Incomplete

OVERVIEW APPLICATION

Application Header

APPLICANT NAME TEST TEST

DATE OF BIRTH 04/04/1996
ORGANISATION NAME CHEQS ORGANISATION
OUR REFERENCE S74TESTS280

DATE OF CONSENT 18/07/2023 16:45:26

Screen Shot 7
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Step 3 - To view the application details entered by the applicant, click on the ‘Application’ tab. Here you can see the entire
application submitted by the applicant. This can be used to ensure the correct job role has been entered and to verify any ID
given by the applicant in a previous surname or previous address (see screen shot 8).

OVERVIEW APPLICATION

Third Party Details

FORENAME
SURNAME
AL
TELEPHONE NO

JOBTITLE

Personal Details

TME MR
FORENAMES: TEST
SURNAME TEST

DATE OF BIRTH 01/01/1998
GENDER MALE

NI NUMBER

MOTHERS MAIDEN NAME TEST

Screen Shot 8
Step 4 — Verifying ID

® You will notice a box at the top of the screen, which highlights if the ID has been verified or not (see screen shot 7
above), with a section completion date. It will say in red ‘Incomplete’ if the section has not been completed. If there
is a date present, it means that this action has been completed and will show the date that this was carried out.

® To complete the ID verification section click on ‘Complete ID Check’ (see screen shot 7 above). Access to this section
is located in two places — at the top of the screen or on the overview of the actual form itself. You will now be on the
ID screen (see screen shot 8 below).

SECURI B

APPLICATIONS

Identity Check Method

You are now required to undertake an identity check to ensure the personal details entered on this application match the
details held by the individual this check is being carried out against

The identity check can either be carried out using a certified identity service provider (IDSP) or by manually witnessing original
documents provided to you by the applicant

Please select from the options below, how you wish to validate the identity of the individual this application has been
completed for,

Invite the applicant to undertake a digital ID check (plus digital Right to Work check if required)

SELECT THIS OPTION IF YOU WISH TO INVITE THE APPLICANT TO UNDERGO A DIGITAL ID CHECK USING OUR CERTIFIED IDENTITY SERVICE PROVIDER
DSP)

Complete the ID check using 8 digital ID check already obtained

SELECT THIS OPTION IF YOU HAVE ALREADY CARRIED OUT A DIGITAL 1D CHECK THROUGH YOUR OWN PROVIDER

Complete the ID check manually using original documents provided by the applicant

SELECT THIS OPTION IF YOU HAVI

K MANUA

NTS PROVIDED BY THE APPLICANT

[ o

Screen Shot 9
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Verifying identity using the eBulk digital ID integration

This facility allows for the identity verification to be performed digitally and remotely without the need for the applicant to
present original documents to you to be verified. It also allows you to request a digital Right to Work check at the same time
as performing the identity verification digitally. If you wish to carry out the identity check using our certified identity service
provider, please select ‘Invite the applicant to undertake a digital ID check (plus digital Right to Work check if required)’ (see
screen shot 9 above.)

You will now be taken to the digital invite page which will automatically populate the name and email address of the applicant
where present (see screen shot 10 below.) To invite the applicant to undertake just a digital ID check, please select ‘Digital ID
Check Only’ from the ‘Digital ID Check Type’ drop-down list and ensure their name and email address are populated along with
selecting the email template to issue them. This will generate an email to the applicant allowing them to carry out their digital
ID check via our certified IDSP.

To invite the applicant to undertake a digital ID check and a digital Right to Work Check, please select ‘Right to Work + Digital
ID Check’ from the ‘Digital ID Check Type’ drop-down list and ensure their name and email address are populated along with
selecting the email template to issue them. This will generate an email to the applicant allowing them to carry out their digital
ID check and digital Right to Work check at the same time via our certified IDSP.

APPLICATIONS

Create Digital ID Invite

Applications > 449PAWA713465

Enter the fallowing information to create an email invite issued to the candidate that will ask them to undertake 2 digital ID
check,

Mandatory fields are denoted by (*)

Invite Details

Screen Shot 10

Once the digital ID check has been carried out, the ID section of the application will be updated with either a pass or fail result
and a PDF report of the digital ID check can be downloaded by clicking the ‘Download Digital ID Report’ button (see screen
shots 11 & 12 below.)

If the result of the digital ID check is ‘FAIL’, you must read the digital ID report to understand why and verify their identity
manually depending on the reason the digital ID check failed. To do this, click the ‘RESET ID CHECK’ button at the bottom of
the ID screen to restart the identity process, this time selecting an alternative method.

If the result of the digital ID check is ‘PASS’, the ID section will be auto completed upon receipt of the digital ID check result
and there will be nothing further to do in relating to the identity verification part of the process.

If a digital Right to Work check was also requested, a ‘RTW Check’ element will be added to the header of the application and

will be updated with either a pass, fail or see report result and a PDF report of the digital Right to Work check can be
downloaded by clicking the ‘Download Digital ID Report’ button from either the ID screen or the RTW screen.
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Identity Check

Applications >921PAWA712630

Please confirm the detsils of the digitsl ID check carried out below, for further information plesse refer to the Idsrity
Documents section of this screen

Digital ID Check Resut
‘The digital D check has been carried out and has successfully confimed the applicants identity. To view the
digital ID check report, please click Download Digital ID Report’ below.

Digital ID - Identity Documents

Please select from the drop-down lists bslow the documents that were verified By the osrtfied Identity Service Provid (IDSP) as part of
thedigitsl 3

VIKAS FAVIER

UK NATIONAL (LK nations resident in LK)
CuRRENT ACORESS

2 SPENCERFLACE

CROVDON

SURREY

croZDY

UNITED KINGDOM

o01/01/2000
Passport (curent and vali) ~
- select - ~

Yes ~
Pass v
Download Digital 1D Report

NAME OF IDENTITY SERVCE PROVIDER (0SF) USED.

TrustiD Limnted

DATE 4GITAL 5 CHECK CARED OUT

19 v | o v | a2 v

Screen Shot 11

Identity Check

Applications > 867PAWA712659

Please confirm the details of the digital ID check carried out below, for further information please refer to the Identiy
Decuments section of this screen

Dightal ID Check Result

‘The digital ID check has been carried out howeser it has not been able to the applicant’s
identity. To view the digital ID check report by the digital 1D check has failed, please click
‘Download Digital ID Report below.

In erder to proceed, you will need to verify the applicant’s identity using an aftemative method, Please click the
"RESET ID CHECK bution below 10 restart the identity process again

Digital ID - Identity Documents

Flease select from the drop-doun lists belon the doc by the certfed ldentity (IDSP) as part of
the dgial

VKAS PAWAR

UK_NATIONAL (UK national resicentin UK)

2SPENCERPLACE
CROYDON
SURREY

CROZDY

UNITED KINGDOM
01/61/2000

Passport (current and valid) ~
—select— v

Yes ~

Fai v
105P CERTIFICATE OF COMPLETION
Downioad Digital ID Report

o

£ PERSONNEL NUMBER

NAME OF IDENTITY SERVICE PROVIDER (0SP USED

TrustiD Limited

Screen Shot 12
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This facility allows you to verify the identity using a digital ID check already obtained via your own IDSP outside of our platform.
If you wish to verify the identity using this method, please select ‘Complete the ID check using a digital ID check already

obtained’ (see screen shot 9 above and screen shot 13 below.)

Please select the ID documents verified by the IDSP as part of the digital ID check undertaken.

Ensure that you confirm from the drop-down boxes that they have verified the applicant’s address and also that they have
verified a document containing their date of birth.

Please upload a copy of the digital ID report obtained from your IDSP by clicking ‘Choose File’

If a Cost Code or Personnel Number is required to be assigned to the specific application, this can be entered in the Cost
Code / Personnel Number field.

Now click ‘Save’ and then click the ‘Return to Application’ icon in the green box located at the top of the screen. Now you
are ready to complete Section Y of the form (this is the equivalent to Section X on the new lilac paper DBS application
forms).

Once the ID Check has been saved, if you realise that it has been completed incorrectly or through the wrong route, you
can reset the ID Check section and complete it again if required. Please note, you will only be able to do this if you have
been assigned the appropriate user privilege to do so. To do this, go back into the ID Check screen and click the ‘Reset ID
Check’ button found at the bottom of the screen.

Identity Check

Applications > 890JALL712700

Please confirm the details of the digital ID check carried out below, for further information please refer to the Identity
Documents section of this screen.

Digital ID - Identity Documents

Please select from the crop-down lists belcw the dGcUMENts that wers Verified By the cersfied Iderity Service Provicer (IDSP) 2s part of
the dital 2 digital

10 chesk,

400084
UNITED KINGDOM

oem
o119

Screen Shot 13
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If you do not wish to verify identity using a digital ID check, please select ‘Complete the ID check manually using original
documents provided by the applicant’ (see screen shot 9 above and screen shot 14 below.)

APPLICATIONS

Identity Check

Applications > 469PAWA712743

Please select the physical documents seen using the dropdown lists below, for further information please refer to identity
Documents section of this screen

Identity Documents

The app

be sble 10 show

D T

cament from Document 2. The combination of
1 confirm 1 1 an applicant is unable 1o provide this

Group 1 Documents Group 2 Documents

Screen Shot 14

® Please select the ID that the applicant has provided for you from the drop down boxes. Guidance notes can be found
at the end of this document and are in accordance with Disclosure Scotland Code of Practice. Please ensure at all times
that you follow the ID checking rules e.g. do not accept a bank statement if it is more than 12 months old, and do not
accept an out of date passport.

® Ensure that you confirm from the drop down boxes that you have verified a document showing the applicant’s
address, and also that you have verified their date of birth.

® |f a Cost Code or Personnel Number is required to be assigned to the specific application, this can be entered in the
Cost Code / Personnel Number field.

®  Finally click ‘Save’ and then click the ‘Return to Application’ icon in the green box located at the top of the screen.

Once you have fully completed the applicant’s identity verification, you will then need to liaise with your appointed Applicant
Managers/Countersignatories for the application to be approved. Please note, until the application has been approved, the
application will not be able to be forwarded to Disclosure Scotland for processing.

Page 12
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Step 1 - Finding an individual application — see screen shots 15 & 16.

e To find an individual application from the list of applications that require identity verification, please click on ‘Find

Application’

Applications for ID Checking

The table contains applications waiting ID verification.

Click the reference number to view the application details and complete the ID verification section

CHANNEL

Select

DISPLAY

10

LEVEL

~ Select

ORDER BY

STATUS

~ | Waiting ID Check

ORGANISATION

~ Select

v | Latest v SUBMIT

FIND APPLICATION
Date Created Our Ref Surname Date Of Birth Org Ref
15/09/2020 [BS] A21TEST714891 TEST 01/01/1993 INVOICET
15/09/2020 [pBS] 479NONET14883 NONEEA 02/10/1985 INVOICET
15/09/2020 [pBs] 349EEAT14882 EEA 02/10/1985 INVOICET

Screen Shot 15

o The following box will appear for you to enter as much of the applicant’s details as you have available. E.g. if you only enter
the surname without date of birth or DBS reference, it will bring up a list of every applicant with that surname. However,

if you enter their date of birth as well, then this will define the search results accordingly.

Find applications by any or all of the following X
fields

Find Application

SEARCH

ALL USERS — PLEASE LOG OFF AT THE END OF YOUR SESSION. IF A SESSION IS INACTIVE FOR MORE THAN TEN MINUTES YOU

WILL BE AUTOMATICALLY LOGGED OFF FOR SECURITY REASONS.

CONTACT DETAILS

If you experience any technical issues with the online system, please contact our Client Relations Team on 01420558752. Lines
open 9.00am-5.30pm Monday to Friday. Alternatively, you can contact us by e-mail at dbs.enquiries@teammatrix.com

Page 13
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Disclosure Scotland List of Acceptable Identification

For all applicants
(2 documents to be seen)

11D document
1 further proof of address document

Combination of documents must confirm
name, DOB & current address.

If unable to supply required
documents, basic check cannot be
submitted.

Identity Documents

®  Current valid Passport

®  Biometric Residence Permit (UK)

®  Current Driving Licence — photo card (Full or Provisional)

®  Birth Certificate (UK / Isle of Man / Channel Islands)
Full or short form acceptable including those issued by UK authorities overseas, such as Embassies, High Commissions & HM
Forces. (Photocopies are not acceptable)

®  Adoption Certificate (UK / Channel Islands)

®  Marriage / Civil Partnership Certificate (UK / Channel Islands)

®  HM Forces ID Card (UK)

®  Fire Arms Licence (UK / Isle of Man / Channel Islands)

® NHSCard

® EEA National ID Card

®  National Identity Card from a country outside the European Economic Area (EEA)

Proof of Address Documents
Issued within the last 12 months

®  Mortgage Statement

®  Bank/Building Society Statement
Online statements are acceptable however Monzo statements are not acceptable

Bank/Building Society Account Opening Confirmation Letter (UK)
Credit Card Statement (Online statements are acceptable)
Financial Statement e.g. pension, endowment, ISA (UK)

P45/P60 Statement (UK / Channel Islands)

Council Tax Statement (UK / Channel Islands)

Tenancy Agreement (must be typed, not handwritten)

Utility Bill - Not Mobile Phone (Online statements are acceptable)
Insurance policy document or letter

TV Licence letter (UK / Isle of Man / Channel Islands)

Benefit Statement (UK) e.g. Child Allowance, Pension

Document from Central/ Local Government/ Government Agency/ Local Authority (UK / Channel Islands)
e.g. DWP, Employment Service, HMRC, Job Centre, NHS

®  |etter from Head Teacher or College Principal (16-19 year olds in full time education in the UK)
®  Current Driving Licence — photo card (Full or Provisional)

®  Fire Arms Licence (UK / Isle of Man / Channel Islands)
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